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Ha Ne oT

Bo ucnonHeHue nopy4enust npokyparypsl pecrry ok ot 10.01.2024 Ne 49-41-
2024/96-24-20800001 o  mpoBemeHuMH — NPOMUIAKTAYECKOHM  pabOTBI IO
OPOTHBOACHUCTBUIO  IPECTYIUICHWAM,  COBEPHIAEMBIM  C  HCIOJIb30BaHHEM
MH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIHOHHBIX TEXHOJOTHM MpPOILY MPHHATH MEPHI IO
HUH()OpPMHPOBAHUIO HaceJleHUs 0 METOJax, cnocobax  COBEpILIEHUs
KAOEPMOIIEHHHNYECTB M HX MPEAYNPEKICHUI0 IyTEM pa3MENICHUA MaMATKH
«OCTOPOKHO, MOIIEHHUKHU!» B 0OIIEOCTYIIHBIX MeCTax Ha TepputTopuu r. Mmmmoaii
u HMmumbalickoro paiioHa, B pa3IMYHBIX TIPYNIIOBBIX YaTaX MECCEH/KEPOB
(oOmenomMoBeIe, IIKOJIBHBIE, pabouyue M T.1.), @ TAKKE CAWTaX, HUCIOJIB3yEMBIX B
00pa30BaTEeNbHbBIX U COLHATIBHBIX YUPEIKIACHHUIX, Ha IPEATNPHATHSIX.

O nponenanHo#t pabore npouH(GOPMUpPYHTE MEKpPaHOHHYIO IPOKypaTypy He
nosanee 18.01.2024.

[Tpunoxenue: mamsaTka Ha 3 JI.

MexpallOHHBIN TPOKYPOP

CTapIIMii COBETHUK FOCTULINHU A.A. PomaHoB
JOKYMEHNT HOJUTHCALL
WIEKTPOHHOM TOJITNCLIO
Ceprudurar 268AACD3IDFAADEIBDSEE3011BB0390FA
Baasesnenr Pomanon Aderceeii Adercanaponuy

Jleiicteurenen ¢ 05.09.2023 no 28.11.2024

H.A. Cumonos, Ten. 8 (34794) 4-25-03

HmumObaiickas MeKpaloHHas NPOKypaTypa
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«OCTOPOXKHO, MOLIIEHHUKH »

B ycnoBusx pasBuTHs ME(pPOBON SKOHOMHUKH, 3T€KTPOHHBIX [UIATEXKHBIX CHCTEM
TIEPCOHANIBHBIX  3JIEKTPOHHBIX YCTPOMCTB ¥ MHTepHeTa CTpEMHTENBHO BO3POCIO
KOJIMYECTBO COBEPIICHHBIX C UX MCIIOIb30BAHMEM MIPECTYILIEHHMIA.
CoBepiueHnio naHHOM KaTerophu NpeCTyIUIEHHH CHOCOGCTBYIOT HOBEPYUBOCTD
TpaX/aaH, HEIOCTATOYHAs UX OCBEJOMIIEHHOCTb M NPEeHEOPEKHUTENHHOE OTHOIIEHUE
K 3JIEMEHTapHBIM MpPaBHIaM 0€3011aCHOCTH.
Jns  mpenynpexneHds NPOTHBONpPABHBIX AEHCTBHM 10 JIUCTaHIIHOHHOMY
XUIIEHUIO IEHEXKHBIX CPEJCTB BaXKHO 3alIOMHUTD CIIEAYIOILEE.
Cotpynnuku 6aHKa 110 TeTe(OHy WK B SIEKTPOHHOM MECHEME HE 3aMpalIdBaOT:
® IIepCOHATbHBIE CBENEHHs (CepHs M HOMEp Iaclopra, aipec PerucTpalyuy,
UM ¥ (paMuIMs BiIagenbiia KapThl);

® PEeKBU3UTHI, CPOK JeticTBus, [IMH- u CVV-koap1 6aHKOBCKHX Kapr;

e mapond uiau Koxael U3 CMC-cooOumeHuit s MOATBEPKAEHUS (HDHHAHCOBBIX
OIepalyii WIK UX OTMEHBI;

® JIOTMH U IIapoJjb AJIS BXOJA B IMYHBIN KaOWHET KineHTa OaHKa.

CotpynHuku 0aHKa Takxe He IMpeaiaraor:

® YCTAaHOBUTL IIPOrpPaMMbl YyJNAJI€HHOro JocTtyna (Wi WHBIE CTOPOHHHUE
IPUJIIOKEHHUSI) Ha MOOMIIBHOE YCTPONCTBO M Pa3pellluTh MOJAKIIOYCHHE K HUM
II0J] IIPEJJIOTOM TEXHUYECKOH MOAePKKH (Harpumep, y1ajJeHre BUPYCOB);

e nepeitu no cceuike u3 CMC-coobieHus;

e BKIIOYHTH Iepeajpecanuio Ha TenedoHe KIMEHTAa [N COBEpLICHHUS
B JIaJIbHEMIIIEM 3BOHKA OT €ro UMEeHH B OaHK;

® [I0J HUX PYKOBOJACTBOM II€PEBECTH IUIsi COXPAHHOCTH JI€HEXHBbIE CpeICTBa
Ha «3allUIIEHHBIe» WK «Oe30macHbIe» Cuéra;

® 3aiiTu B oHNaiiH-kabuHeT no ccpuike U3 CMC-coob1eHus Wik 3JIeKTPOHHOIO

nUChMa.

bBaHk MOXeT MHUIUMUPOBATH OOIIEHHE C KJIMEHTOM TOJBKO Ul KOHCYJIbTallui
O TpefocTaBisieMbM Yyciayram. [Ipu 3TOM 3BOHKM COBEpILIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOM CTOpOHE KapThl, Ha O(QHIMAIBHBIX caliTaX U OaHKOBCKHX
nokymeHTax. FIHbIe HOMepa He UMEIOT HUKAaKOro OTHOIIEHUsI K OaHKY.

YroObl He cTaTh JKEPTBOM JMCTAHIMOHHOTO MOIIEHHHUYECTBA CJEAYET
UCIIOJIB30BaTh TOJBKO OQUIIHAIBHbIE KaHAJIbl CBS3H:

e (opMbI 00paTHOI CBSA3U Ha caiiTe 0aHKa U B MOOMIBHOM IPUJIOXKEHHH,

e Tesne)OHBI TOPSUUX JIMHUIM;

e TIpYIIIBI WK 4aT-00THl B MECCEH/Kepax (€cii TaKOBbIe HMEIOTCS).

BaXXHO MOMHHUTH, YTO MOOWJIBHBIE NPHJIOXKEHHS OaHKOB CJEIyeT CKadyHhBaTh
yepes odupanbHbie Marasunsl (App Store, Google Play u T.11.).

HeoOxonuMo y4YMTBIBAaTh, 4YTO Jep)KaTeldb KapThl O0s3aH CaMOCTOSITENBHO
oGecrieunTh KOH(OHIEHIMAIBHOCTh €€ PEKBU3UTOB U B 3TOM CBsI3U U30€raTh:

e [OAKIIIOYEHHS K 00IIenoCTynHBIM ceTsiM Wi-Fi;

e ycnonp3oBanus IIMH- wiu CVV-komoB mnpu 3aka3e TOBapoB U yCIyT

yepes ceTh «MHTepHETY, a TaKke 1o Tenedony (haxcy);
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® COO0IIeHHs Ha3BaHHBIX KOJOB TPETHMM JIMLaM (B MPOTHUBHOM CIIydae JI0ObIe
OIepalyu, COBEPIIEHHLIE C UX HCIONb30BAaHHUEM, CUUTAIOTCS BHITIOTHEHHBIMHU
CaMUM JiepXKaTejieM KapTel © HE MOTYT OBITh OIIPOTECTOBAHEI).

Ilpu wucmons30BaHMM 6GaHKOMATOB OTAABAalTe TNpPENNOYTEHHE TEM, KOTOpHIE
YCTaHOBJICHBI B 3alIMIIEHHBIX MECTaX (HallpUMep, B TOCYUPEkKACHUAX, 0hrcax OaHKOB,
KpYMHBIX TOPrOBBIX LIeHTpax). Ilepen ero ucmonbp3oBaHHEM, OCMOTPHUTE U YOEIUTECH,
qT0:

® BCe Olepalyy, COBEpILIaeMble MPEIbIIYIIUM KIHSHTOM, 3aBEPIIIEHEI,

® Ha KJIaBHaType U B MECTE JIJIsl IpHeMa KapT HeT JOTIOJHUTEIbHBIX YCTPOMCTB,;

® OTCYTCTBYIOT HEHCIIPAaBHOCTH U HHBIE TOBPEXKICHUSI.

Cosepmiass onepauuy, He MPHUCITYIIMBAaWTECh K COBETaM HE3HAKOMBIX JIIOJEH
Y He IPUHUMANTE UX TOMOIIIb.

[Ippu wucnonp3oBaHUM COTOBBIX TeleoHOB (cMapT¢OHOB) cobionaiTe
ClIeyIoIIKe MpaBua;

® IpU YCTAaHOBKE MOOWIBHBIX TIPUJIOXKEHUH oOpalnaiite BHUMaHME Ha
IOJTHOMOYHMSI, KOTOpble OHHU 3alpalluBalOT. byabTe OCOOEHHO OCTOPOXKHBI,
€ClId TIPHJIOKCHHE IPOCUT IpaBa Ha YTEHHE aJpeCHOM KHHUIH, OTIPaBKY
CMC-coobiieHuli ¥ UHBIX YBeIOMIIEHUM, TOCTyN K ceTH «HTepHET»;

® OTKJIIOYHUTE B HACTPOHKax BO3MOXHOCTb HCIIOJNB30BaHUS TOJIOCOBOIO
yIpaBJIeHUs TpU 3a0JI0KUPOBAHHOM 3KpAHE;

e He mnepexoguTe 1o ccbuikam u3 CMC-yBenOMIIEHMH, DPa3IMYHBIX YaTOB
U MECCEH/KepOB, He yOeIMBIIMCh B HMX JOCTOBEPHOCTH (Iepe3BaHUBaiTe
JFOASIM UX IPUCTIABIINM);

e He [EpPEeUUCHIsIiiTe JEeHEXHble CpeACTBa 3HAKOMBIM, pOJCTBEHHUKaMHU
U ONM3KMM JIMI[aM Ha HX MPOCKOBI O TMepeBOAE MCHEXHBIX CpPEJICTB
3  CMC-yBemomiieHM,  pa3jMYHBIX  4YaTOB MW MECCEH/IXXEpOB,
He yOemMBIIMCH B WX JOCTOBEPHOCTH (Ilepe3BaHUBAWTE  JIFOASIM
UX MIPHUCIIABILIUM );

[Tpu KCIIOMB30BAHUN HHTEPHET-CEPBHCOB, B TO YMCIIE Il MOKYIKH U MPOJAAXH

TOBAapOB U OKa3aHus yciuyr (AButo, KOma u T.11.) 3alIOMHUTE PSI/] IPOCTHIX NPaBUIL:

® UCIOJB3YHTE CPeCTBA OOLIEHHS, TPEIOCTaBICHHbIE JaHHBIMU CauTaMu,;

® He IEePEeXOAUTh Ha «HHIMBUAyaTbHOE» OOLIeHHE C IIOCTOPOHHUMHM JHLAMHU
C UCIIOJIE30BAaHMEM JINYHBIX HOMEPOB TENE(POHOB;

e He I[epefaBaiiTe CBOM IEpCOHANbHBIE MaHHBIE, B TOM 4HCIA anpec
IPOXKMBAHUSI, KOHTAKTHbIE Tele(OHbl, OaHKOBCKHE PEKBH3UTBl M KOJBI
HOATBEPX/IeHUs] 0aHKOBCKUX OIEpallni;

® UCNONB3yHTe TOJBKO MOPSHOK M (OpPMBI OIUIATHI, MOJNY4YEHHs TOBapOB,
IpeIyCMOTPEHHbIE JaHHBIMH HHTEPHET-CEPBUCAMHU.

I[Ipu omate ToBapa W yciuyr B ceTd «MHTepHEeT» (OCOOCHHO NpH MPUBA3KE

K pErylspHBIM IUIaTe)XaM WM aKKayHTaMm) TpeOyercsi Bceria YYMTHIBATh BBICOKYIO
BEPOATHOCTh IEpeXOfa Ha IOANENbHBIA CaiT, CO3MaHHBIM U KOMIIpOMETalllH
KIMEHTCKUX JaHHBIX, BKJIFOYas IUIATEKHbIE KAPTOYHBIC TaHHBIE.

Jlns MUHAMM3AIMH BO3MOXXHBIX ~XHINEHWH TIpM TpPOBEJCHUH ONepalui

C Wcronb3oBaHueM ceTu «IHTepHeT» PEKOMEHIYETCs:
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® 0hOPMHUTH BUPTYalbHYIO KapTy C yCTAHOBJIEHHEM pa3sMepa MHIMBUIYaTbHOIO
JMMHTA, OrPaHUYHMBAIOLIETO ONEpalyi, B TOM YHCJIE C HCIIOJb30BaHUEM
Ipyrux OaHKOBCKHX KapT;

® BHUMATENbHO 4YHTaTh TeKCThl CMC-cooOLeHnii W WHBIX YBEJOMIIEHHI
C KOZJaMH MTOATBEP)KIEHHHM, IIPOBEPATh PEKBUUTHI onepaliuii. ECiiu peKBU3UTEI
HE COBIIaJAIOT, TO TAKOM MMapoJIb BBOJUTH HEJB3S.

Korma ©0ank cuMraeT coBepiiaeMble OT HWMEHHM KIHEHTa OIEpalUH
MIOZI03PUTEIBHBIMH, OH MOXKET I10 CBOEH MHUIMATUBE BPEMEHHO 3a0JIOKMPOBATH HOCTYII
k cepprucaMm CMC-6anka u oHnaitH-kabuHeTa. ECii omepanuu coBepIIeHbl AepKaTeleM
KapThl, Ul OBICTPOro BO30OHOBIICHUS IOCTYyIA K JEHEKHBIM CPEACTBAM JOCTATOYHO
II0O3BOHUTH B KOHTAKTHBIN LIEHTp OaHKa.

B cinydae yrepu MM cMeHBl HOMepa TeliepOHa, MPUBSI3AHHOIO K OAHKOBCKOM
Kapre, He00X0aUMO:

e cBs3aThCs ¢ 6aHKOM A8 oTKmoueHus yciayrd CMC-yBeoMIIeHHAS;

® 330JIOKMpPOBATh CUM-KapTy, 0OpaTUBIIUCH K COTOBOMY OIIEpaTopy.

Ilpy BO3HMKHOBEHMHM MaleHIINX NOJO3PEHUN HacdeT NpeANpPUHIMAEMbIX
IIONBITOK ~ COBEPIUEHHMs MOLICHHUYECKUX JEeHCTBHM CllefyeT He3aMeAIUTEIbHO
yBEIOMJISITH 00 3TOM OaHK.

CoOmonenue NpHUBEIEHHBIX Mep M PEKOMEHIAIUi IO3BOJUT IPENOTBPATUTh
CJIy4ay JACTAaHIIMOHHOI'O XUIIEHUS I€HEXXHBIX CPEJICTB.



